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Abstract: Today, at very large scale the internet facility is being used by the peoples. The misuse of 
information, hack the confidential information of the users, confidential quotations-cash, E-
banking and even in government confidential records are trying to fetch by hackers. Now we need 
to develope such system which detect those attacks rapidly and inform to the user. With the 
intention, the user will take appropriate action on their end. In this paper we have given a 
methodology called intrusion detection using pattern matching technique, which helps us to detect 
the intruders of our system as early as possible and provide security to our data. It also improved 
the performance of the system by nullifying the intruders on the network. 
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I. INTRODUCTION 

As the network technology is growing rapidly, 
the protection will become the main concerns of 
survival of any organisation. Today the internet 
is the best way to communicate, to share 
confidential information or to share news, credit 
card details, and personal information. The 
system’s confidential information is now hard to 
protect due to the rapid growth in technology and 
extensive use of internet. The millions people are 
attacking to our system to heck the confidential 
information. The use of firewall and antiviruses 
will provide security but in limited manner. 
Now, the time comes where organisation has to 
think to implement the software that provide the 
full protection against the attacks and provide 
secure transmission of information within or 
across the network. The idea behind this is that 
we find the way to implement intrusion detection 
system (IDS) that provide full alert to the user 
over the network. 

• Intrusion: 

A set of actions aimed to compromise 
confidentiality, availability and integrity of 
computing and networking resources. An 
intrusion is an active sequence of related events 
that deliberately try to cause harm, such as 

rendering system unusable, accessing 
unauthorized information, or manipulating such 
information. This definition refers to both 
successful and unsuccessful attempts. 

• Intrusion Detection: 

It is the process of identifying the unauthorised 
activity takes place within or across the network 
and reported to the user of the system. 

• Intrusion Detection System 

An intrusion-detection system (IDS) can be 
defined as the tools, methods, and resources to 
help identify, assess, and report unauthorized or 
unapproved network activity. These are SW 
and/or HW components that monitor the events 
in a computer or in a network and analyze the 
activities for signs of possible violations of 
computer security policies. Intrusion detection is 
not introduced to replace prevention-based 
techniques such as authentication and access 
control; instead, it is intended to complement 
existing security measures and detect actions that 
bypass the security monitoring and control 
component of the system. A good IDS identifies 
all possible intrusions and recommends actions 
to stop the attacks. IDS acts like a gate-keeper 
that will detect and block the intruder to access 
the network. When an intruder attacks a system, 



the ideal response of the system is to stop the 
activity. This should be done before that will 
damage or access sensitive information from the 
system.  

II. Related Work 

In this section we have shown the related work 
that has been given by different researchers and 
also we will give some predictions for future. 
This section discusses some of the works done in 
related area. Several data mining and pattern 
matching techniques are discussed in [2] - [5], 
[18], [19]. Authors have explained various 
techniques and their application in the context of 
intrusion detection. Authors in [6]-[8] discussed 
various methods for event detection and 
localization (location of the event occurrence). 
However, these schemes do not identify the 
events as normal or intrusive.  

Pramod et al [8] proposed a system with 
enhanced intrusion detection capabilities. Their 
work includes event based video surveillance 
and recording, remote mapping of location for 
tracking and identification of human & metallic 
objects, support for real time surveillance and 
improved alarm functionalities. This system is 
capable of providing high detection capabilities 
with minimum false fails to predict the 
upcoming events. 

Debar et.al have proposed pattern recognition 
techniques in [11]. The proposed work identifies 
and store signature patterns of known intrusions. 
The activities in an information system are then 
matched with known patterns of intrusion 
signatures to identify the possible intrusion. 
Significant matches are reported as intrusions. 
Pattern recognition techniques are efficient and 
accurate in detecting known intrusions, but 
cannot detect novel intrusions whose signature 
patterns are unknown. 

Ye Changguo et al in [12] describe the wireless 
network intrusion detection algorithm based on 
association rule mining and the feasibility of the 
application of fuzzy association rules mining 
algorithm for wireless network intrusion 
detecting. 

Ye et al [14] introduced three properties of audit 
data: the frequency property, the duration 

Property and the ordering property. They applied 
various probabilistic techniques for intrusion 
detection. In their experiments with 1998 
IDEVAL data, the Markov chain based on an 
ordering property showed superior performance 
to the other techniques. This proved that the 
ordering of audit events assisted intrusion 
detections. 

Gonzalez et al [15] proposed an intrusion-
detection technique based on evolutionary-
generated fuzzy rules. The condition part of the 
fuzzy detection rules was encoded with binary 
bits and the fitness was evaluated using two 
factors: accuracy and coverage of the rule. The 
performance of the proposed technique was 
compared with different genetic algorithms. 
Analysis was also performed without the 
fuzziness of rules using two network audit 
datasets: their own wireless dataset and the 
Knowledge Discovery and Data Mining (KDD) 
Cup 99 dataset (a small version of the 1998 
DARPA dataset). 

Y.Zhang et al [16] differentiated misuse and 
anomaly detection. Misuse detection techniques 

Match patterns of well-known predefined attack 
profiles with the current changes, whereas in 
anomaly detection, the system defines the 
expected behavior of the profile in advance and 
any deviations from the normal behavior are 
treated as anomalies. The architecture of the 
string matcher based on the string matching 
engine described in [17]. In a string matcher, 
each homogeneous FSM tile takes n bits of one 
character (or one byte) as an input per cycle. In a 
state of each FSM tile, pattern identifications are 
stored as a partial match vector (PMV), where 
the ith bit represents match with ith pattern. A 
matched pattern can be recognized after the 
logical AND operation of PMVs in all FSM tiles. 

III. Methodology 

Proposed solution is to deploy IDS which uses 
technique of pattern matching. This system 
would monitor the computer for any security 
breaches. IDS are the act of detecting actions that 
attempt to compromise the confidentiality, 
integrity or availability of a resource. Pattern 
matching detection uses signatures or rules that 



describe undesirable events. They perform some 
action when the pattern matches an event or data. 
This approach allows the detection of intrusions 
which the system has learned their signatures 
perfectly. The IDS analyzes the information it 
gathers and compares it to large databases of 
signatures. 

Key Benefits:  

• No loss of data.  

• Better resource management.  

• High efficiency. 

IDS application attempts to perform certain 
things as follows: 

• In this application the user will have to sign 
in with username, password and the pattern 
he/she would like to follow for the current 
transaction. 

• The third entity is pattern which is the new 
thing introduced and this is the crux of the 
application. These patterns will be recorded 
in the administrator account of the website. 
These patterns will be recorded and stored in 
the administrator account consecutively 
every time the user logs into his/her account. 

• These patterns every time will be analyzed 
and matched with the previous patterns 
followed by the user.  

• The administrator will not only analyze and 
compare the patterns but it will also keep 
track of the login and logout time parallely. 

• Small mismatch of the patterns is 
considerable but whenever any high 
mismatch between the current and the 
previous patterns is detected, an alert will be 
generated and will be provided to the user as 
a warning. 

• The user can then take measures like 
changing the password etc or any other 
measure he/she wants to implement in the 
account for recovering immediately. 

• Hence in this way “IDS with Pattern 
Matching Technique” will tremendously 
help in the continuously increasing network 
security concerns.  

IV. Work done by us 

Intrusion detection is the process of identifying 
and responding to malicious activity. An IDS 
performs an analysis on the information related 
to the internal behavior and working of the 
system to gain information about the security 
status of the target environment. 
Feature Model: 

 

Figure 1: Model used to develope the 
application 
Methods of applications: 

� Pattern recognition 

� Pattern matching  

� Updating log  

� Detecting intrusions 

� Reporting intrusions. 

Snapshots of the application: 

 
Figure 2: Sequence description used by the user. 



 

Figure 3: Records of users 

 

Figure 4: Reference table used by administrator 

V. Conclusion 
In our work we have try to find the patterns used 
by the different users and match those patterns 
by the patterns stored in the database. Now as 
per the security concerns we are generating the 
alert, if we found continues mismatch between 
the current and the previous pattern. With 
finding the alert the user can perform the 
appropriate task like changing the password. In 
this way this system will help the users to protect 
them from the intruders. 
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